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Introduction 
 
Children and young people spend a lot of time online.  It is a great way from 
them to socialise, explore, have fun and learn new information. But all 
children face risks, such as cyber bullying, being vulnerable to online 
predators and from seeing inappropriate content.  
 
Children and young people with an Autism Spectrum Disorder can be 
especially vulnerable online.  They may struggle with the following: 
 

 Difficulty understanding what is appropriate information to give out 

 Trying to “collect” friends online and making friends with strangers 

 Not understanding that people may be lying or trying to trick them 

 They may post inappropriate information online and not understand 
why it is inappropriate.  

 
 
The following booklet has been put together to offer you advice and tools to 
help keep your child safe when they go online.  
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KEY message!!! 

 
What can I do to 
support my child’s 
safety on the 
internet? 
 
 
 

 
 
1. Become computer literate 
 
2. Talk to your child about the internet 
 
3. Establish internet safety rules with your child 
 
4. Set parental controls 
 
5. Stay updated and in the know about your child’s internet use 
 
 
 

Each of these items will be discussed in detail in separate 
chapters below. 
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Chapter 1: Become 

computer literate 
 
 
 
 
 

 
It is important that you have some level of understanding on how to use a 
computer, smart phone, tablet and the internet, if you want to keep your child 
safe.   
 
Having a good level of knowledge of technology, means that you understand 
how to use the settings on devices to keep your child safe, and will be more 
aware of the dangers on the internet that your child could be exposed to.  
 
Take a short course if you know little about computers, tablets or smart 
phones.  
 

- Some local adult education centres at local secondary 
schools run basic computer courses. 

 
- Compu B stores: you can book a 1:1 session to go through 

Apple products (Ipad, Iphone) in store. 
 

- Ask a friend (not your child!) to give you a crash course in 
the computer.  

 
Useful links/publications regarding computer information 
 

1. www.webwise.ie. This is a very useful website for parents and it has a 
number of publications on keeping your child safe online.  

 
2. www.internetsafety.ie. This is a Government run initiative to support 

children’s safety online and again has a lot of information on computer 
language for parents.  

 
3. www.getsafeonline.org. An online safety resource website sponsored by 

the British Government and leading businesses, to help individuals and 
small businesses protect themselves against internet problems. 

 
4. www.nas.org.uk: The National Autism Society has an online safety 

presentation that is available to download from their website. 
 

5. www.cybersafeireland.org: This organisation provides training for 
parents and for schools on internet safety. 
 

 

http://www.webwise.ie/
http://www.internetsafety.ie/
http://www.nas.org.uk/
http://www.cybersafeireland.org/
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Chapter 2: Talk 

to your child 

about the 

internet 

 
 
It is important to have ongoing conversations with your child about online 
activities. You may need to teach them how to stay safe and what are 
acceptable online behaviours. Maintain and encourage an open dialogue with 
your child about the internet so that they can talk to you about any worrying 
situations.  
 

 Encourage your child to use a neutral email address and screen name 
when online. This ensures that their full name is not visible.  

 

 Ensure your child knows how to keep their password secure.  
 

 Ensure your child understands what personal information is and how 
much is appropriate to share.  

 

 Ensure your child understands how to protect their own privacy and 
respect other’s privacy. 

 

 Ensure your child knows how to customise the privacy settings on their 
profiles/accounts to be private and not public.  

 

 Ensure your child knows how to block unwanted contacts. 
 

 Ensure your child knows how to block senders from their contact list. 
 

 Ensure you child knows what to do if they feel unsafe. 
 

 It may be important to teach your child what is socially acceptable 
behaviour online. Help your child understand what kind of messages 
and behaviours might make others feel bad and how to avoid this.  

 

 Teach your child not to respond to harassing messages. 
 

 Ensure they know how to take a screen shot of offensive messages if 
you need proof of cyber bullying.  
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How can I tell if my child is being Cyberbullied? 
(Adapted from “Be Strong Online” ISPCC) 

 
 
It can be hard for parents to know whether their child is being bullied, 
especially if they don’t want to tell anyone. You can’t always see the signs, and 
nothing indicates for certain that a child is being bullied. But things to look 
out for include:  
 

 Becoming upset, withdrawn or having a sudden change in behaviour, 
especially after looking at their phone, computer or device.  

 Changes in eating or sleeping patterns. 

 Being afraid to go to school or skipping school. 

 Suddenly stopping using their phone/computer. 

 
What should I do if I think my child might be being 
Cyberbullied? 
 

 Make sure they know they can talk to you and reassure them that you 
won’t overreact or do anything that might make it worse. 

 

 Talk to your child about who are the trusted adults in their lives that 
they can talk to if they need to. 

 

 Help them relax and take time out. Give your child the opportunity to 
build their confidence and resilience. Help them find activities or 
hobbies that make them feel good about themselves.  

 

 Talk to them about how they can stay safe online. Sit down and look at 
how to block people or report posts.  

 

 Talk to your child’s school or clubs. Arrange to meet with a teacher or 
club leader and talk about your concerns and ask what action they can 
take. 

 

 Talk about bullying. Explain what bullying is, and ask your child if this 
is happening to them. Keep calm and remember that it is normal for a 
child to feel embarrassed or worried if they are being bullied.
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What should I do if my child has told me they’re 

being bullied? 
(Adapted from “Be Strong online” ISPCC) 

 
1. If your child tells you they are being bullied, thank them for coming to 

talk to you. It takes a lot of courage to tell someone you are being bullied 
but it’s the first step to sorting out the issue. Try not to get upset (it may be 
hard!!). Remember to remain calm and assure that you will help them sort 
things out.  

 
2. Listen to your child. Ask them to tell you in detail about what has been 

going on, what the bullying has involved and how it has made them feel.  
 

3. Ask your child what steps they would like to take next. It’s hard 
not to take over, but try to avoid doing so instead talk through solutions 
with your child. What would they feel comfortable with? Once you have 
agreed a plan of action, please keep your child informed of the next steps 
you are going to take.  

 
4. If the bullying is happening in school ask to see a teacher. This may 

involve having a phone conversation initially. You may be tempted to talk 
to the bully’s parents but this can have negative repercussions for your 
child. A teacher may help to encourage others to keep an eye on your child 
at school during the day and could also help set up a system (with your 
child’s approval and support) to report any instances of bullying. All 
schools are required to have an Anti-Bullying Policy which outlines how 
bullying is reported and dealt with in the school.  

 
5. Talk to your child about what they can do and where they can go 

if they are being bullied during the day. There may be clubs at break times 
where they can go to feel safe and included.  

 
6. Encourage them to not retaliate or react to the bullying, as this often 

fuels bullying behaviour. Get them to practise being assertive and having 
strong body language and facial expressions. Tell them to remove 
themselves from the situation as quickly as possible and to report any 
instances of bullying to an adult.  

 
7. Monitor your child. Ask them how school has gone and check in 

regularly with the teacher to see how they are getting on during the day. If 
you don’t get a detailed response ask questions. Stay positive.  

 
8. Bullying can hugely reduce a child’s confidence and self esteem. When 

your child is at home try to highlight their strengths and do 
activities which they enjoy and which help relieve stress.  

 
9. Keep a log/record of your child’s bullying incidents so you have 

evidence should you need to take the matter higher.  



Regional Autism Team. Online Safety Resource. October 2016 8 

 
10. Find support for yourself, it’s understandable to be worried, but try to 

remain positive.  
 

11. Give the school time to work with your child to try and reduce the bulling. 
If you feel the school is not doing enough to address the bullying you may 
want to take the matter to the Board of Management.  
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What is Cyberbullying? 
 
Cyberbullying is when someone uses the internet or a mobile phones to send 
messages or post information to make someone feel upset.  
 
Cyberbullying is similar to other types of bullying except that it takes place online 
and through text messages sent to a phone or computer.  
 
Here are some examples of Cyberbullying:  
  

 Sending someone a mean or threatening email or message. 
 

 Sending or posting rumours or gossip about someone to damage their 
reputation or friendships.  

 

 Excluding someone from a group chat for no reason. 
 

 Tricking someone into revealing personal or embarrassing information 
and then sending it to others. 

 

 Breaking into someone’s email or personal account to send mean or untrue 
messages to others while pretending to be the person. 

 

 Creating websites to make fun of another person such as a classmate or 
teacher. 

 

 Using websites to rate peers as the prettiest, ugliest etc.  
 

 
Cyberbullying is very serious.  It is never ok to bully someone.  
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What to do if I am being Cyberbullied 

 

 
 
Cyberbullying is very serious. You can feel scared, upset, embarrassed or like 
everyone is against you. 

Cyberbullying can also be really scary as it might involve a lot of people.  You 
might feel that people are ganging up on you. 

 
Nobody has the right to make you feel this way  

 

Nobody has to go through Cyberbullying alone. It is important to tell an adult 
who you trust about the bullying. An adult’s job is to keep you safe. 

 
The adult I can tell is _________________________ 
 

 Things to do if you are being Cyberbullied:  

 Tell an adult that you trust. 

 Don't reply to any nasty messages you receive.  

 Keep the messages that you have been sent so you can show someone.  

 Don't answer any calls from a withheld number, or from a number you 
don't know.  

 If it gets really bad, you could change your number. If you change your 
number, only give out your new number to close friends. 

 Block the bully from your contact list/email/facebook etc. 
 
 
If the bullying persists:  

 File a complaint with the website or Mobile Phone Company. There is 
usually a link on the website home page for reporting concerns. 

 Contact the Gardai if the cyberbullying includes any threats. 
 
 
 
 
 
 
 

https://www.childline.org.uk/Explore/FeelingsEmotions/Pages/Embarrassment.aspx
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   Sample Bullying Recording Forms for School/Clubs 
 
 
Name: ________________________  Date:______________ 
 
How were you bullied? Circle the picture or tell an adult to write down 

what happened in the empty box. 
 
 

Hurt my body 
 
 

 
 

 

By phone/text 
 
 

 

Called me names 
 

 

Left me out of things 
 
 

 
 

Took my things 
 
 

 

Other 

Who bullied you? 
 

Write in the name (s) or draw a picture.  
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Where did it happen? 
                          Circle the picture or draw your own picture in the empty box 
 

Coming to school 

 

In the toilets 

 
 
 

In class 

 
 

In the yard 

 

Going home from school 

 
 

In the corridor 

 

Other 
 
 
 

 
 

 

 

 
How did you feel? 

              Worried                                                          Sad 

                                                  
 
 
             Scared                                                          Angry 
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Sample Bullying reporting form 

 

Name:______________________  Date sheet started: ________________ 

 

Please tick when bullying happened and what happened.  Write more detail in the box if required.  
 Monday Tuesday Wednesday Thursday  Friday Saturday Sunday 

When did it happen?         

Coming to school        

Before Lunch        

At Break/Lunch        

In the afternoon        

Going home        

Other:  

 

       

What happened:         

Physically hurt         

Threats        

Taking belongings        

Damaging property        

Name calling        

Taunting        

Verbal abuse        

Spreading nasty rumours        

Sending notes        

Graffiti        

Text messaging        

Telephone calls        

Photos/videos via mobile        

Emails        

Other: 
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Explaining Privacy to your child 
 
Your child needs to understand about privacy. It may help to discuss privacy 
by talking using colours that can signify the different levels of privacy, from 
private to public.  
 

 
 

 

 

What does Privacy mean when I am online? 
 
Privacy means I do not put certain information about myself on the internet 
for everyone to see.  
 
Keeping certain information about myself private online is important as it 
keeps me safe online.  
 

1. The more private information you have online, the more open you are 
to being bullied.  If you put information about yourself online, people 
may talk about it and this can lead to them sending you hurtful 
messages.  

 
2. Putting information like your address, school, local teams etc online 

means that someone may be able to find you. 
 

3. Photos can be copied and sent to people you are not your friends.  
 
 
 
 
 
 
 
 
 
 
 

Red: Things that are private 
 
Yellow: Be careful 
 
Green: Things that can be public 
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How much information about myself is ok to put online? 

 
 
Lots of people create profiles when they are online. This could be on Facebook, 
Whatapp, MySpace, IM etc.  
 
When people make profiles they often put personal information on their 
profile, like their name, their date of birth, things they like, phone number, 
address, photos….. 
 
It is important not to put too much personal information online.   
 

1. When you put personal information online, it can be seen and copied 
by others. This means that people can copy your photos and 
information and send it to people that you don’t know. They might use 
it without you knowing.  

 
2. Some people online can try to trick you. They might pretend to be your 

friend but they really want to hurt you.  
 

3. Some people might post mean comments to you about the information 
you post.  

 
It is important not to put too much personal information online.  I can:  
 

 Use a cartoon character instead of a photo of me 

 Use a nickname instead of my full name 

 Keep my profile private 

 Check with Mum and Dad or _____ before I post something online 
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SAMPLE 

 
What information can I put online? 

(* this is a visual that can be added to by you as issues arise) 
 
  Examples of information 

 

Private Information:  
Not to go online 
Only with family and 
close friends online  
 
*may need another 
visual about who is 
family/close friend 

 Date of birth 

 Address 

 Full name 

 Phone number 

 Email address 

 Passwords 

 Naked photos/photos 
of parts of my 
body/photos of me in 
my underwear 

 
 Be Careful: 

This information can 
sometimes go online - 
may need to check with 
my parents 

 Photos of me and my 
friends 

 School name 

 Town where I live 

 Public:  
Information I can post 
online 

 First name 

 Gender 

 Boyfriend/girlfriend 
status 

 Pet information  

 Things I like and don’t 
like  
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Useful information/resources to support discussion with your 
child:  
 
For younger children:  
 
Play and learn: Being online. An Activity book for 4-8 year olds about 
modern technology. Available for free at www.webwise.ie 
 
My selfie and the wider world: anti-cyberbullying primary teachers 
handbook. Available at www.webwise.ie.  Child friendly worksheets on cyber 
bullying.  
 
Be safe_Be WEBWISE: an Internet safety lesson and resource pack for SPHE 
teachers. Available eat www. webwise.ie 
 
www.thinkuknow.co.uk: Website about using the internet and internet safety 
for young children.  
 
There are a number of animated videos online for younger children regarding 
internet safety, For example:  
https://www.youtube.com/watch?v=M-njh8mFvVk 
https://www.youtube.com/watch?v=M32TTvsDDgE 
https://www.youtube.com/watch?v=M32TTvsDDgE 
https:// 

https://www.youtube.com/watch/?v=d5kW4pI_VQwwww.youtube.com/w
atch?v=gPse7dcXwrU 
 
 
For teenagers 
“Watch your space”: available at www.webwise.ie is a publication focusing on 
advice and support to teenagers on internet use.  
 
#UP2US Anti-Bullying Teachers Handbook. Junior Cycle SPHE. Available at 
www.watchyourspace.ie 
 
Lockers: Post primary SPHE resource to address Sexting. Available at 
www.webwise.ie 
 
Be strong online. ISPCC. Available at www.childline.ie 
 
YouTube has set up an anti bullying site with anti-bullying videos: 
www.youtube.com/use/beatbullying 
 
Department of education “Guidelines for countering Bullying Behaviours” is 
available at www.education.ie 
 
www.autismlaunchpad.org.au: Website for young people with Autism. There 
is a useful section on online safety 
 

http://www.webwise.ie/
http://www.webwise.ie/
http://www.thinkuknow.co.uk/
https://www.youtube.com/watch?v=M32TTvsDDgE
https://www.youtube.com/watch?v=M32TTvsDDgE
https://www.youtube.com/watch?v=gPse7dcXwrU
https://www.youtube.com/watch?v=gPse7dcXwrU
https://www.youtube.com/watch?v=gPse7dcXwrU
http://www.webwise.ie/
http://www.watchyourspace.ie/
http://www.childline.ie/
http://www.youtube.com/use/beatbullying
http://www.education.ie/
http://www.autismlaunchpad.org.au/
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Cybersmart:  is the Australian Government’s national cybersafety and 

cybersecurity education program. It has a section for teenagers aged 13 – 18 

years, and also a section for parents. Cybersmart is a very comprehensive site, 

with information presented in videos as well as in question and answer 

format.  

www.autismexpressed.com: online digital literacy program specifically 

designed for students with autism. It starts out with very basic skills and 

builds to a sound knowledge of online and digital media and skills. There are 

hundreds of lessons, many presented on video, which learners progress 

through in their own time frame. Autism Expressed is a cloud-based service 

which charges a monthly subscription. 
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Chapter 3: Establish 

internet safety rules with 

your child 

 

 

 
Children and young people can be enthusiastic about actively sharing personal 
information and their opinions online.  
 
It is important to let your child know what your views and rules about internet 
safety are. Make them very clear by writing them down and having them near 
computers, in their room, on the back of the ipad/phone etc.  Remember that 
with parental controls you do have the ability to limit your child’s access on 
the internet.  
 
Some of the rules you might discuss could be:  
 

 Their profiles on social networking sites must be private 

 They are not allowed to use chat rooms 

 They are not allowed to communicate directly with strangers 

 They are not allowed to give personal information online (e.g. phone 
number, address) 

 They are not allowed to post photos or videos online 

 Rules about what to do if they get a threatening, harassing or sexual 
message online  

 Decide how much time they can spend online 

 What websites they can visit 

 What activities they can take part in 

 How to treat people online 
 

Please find below examples of visuals and social stories that you may like to 

adapt for your child regarding online behaviour.  
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Adapted from “the webwewant” booklet 

 

   
 

Draw one or more of the icons above to show the 
service(s) you would use in these situations.  
 

 

 

 
 

 

 

 

 

 

 

 

 

1. Contacting a company where you wish to take 
part in work experience 

2. Letting your friends know you are back home 
from holidays 

3. Trying to make up with a person you had an 
argument with.  

4. Sharing photos of a trip you made 
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Now go back to each situation. Write “f2f” next to situation you 
think would be better with a face-to-face conversation.  

 

 

5. Have a private discussion with close friends 

6. Complaining to a shop about a bad experience 
you had with an item you bought 

7. Discussing a confidential matter with a friend 

8. Keeping up to date with family who live abroad 
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Mum and Dad want to keep me safe when I am online 

 
 
I go online for lots of different things- playing games online, chatting to my 
friends, going on facebook, looking up information, watching videos……. 
 
Going online can be great.  
 
However, there are also some dangerous things online. Some people can try to 
trick me online, some people can say mean things online and I might see 
videos or pictures of things that are not nice online.  
 
Mum and Dad’s job is to keep me safe.  
 
Mum and Dad have made rules to help me be safe when I am online.   
 
I might not like these rules. The online rules may make me cross. That is ok.  
 
 
Mum and Dad have made rules when I am online to keep me safe. Staying safe 
online is important.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Regional Autism Team. Online Safety Resource. October 2016 24 
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Internet Contract 
 
When I am online, on any device, be it viewing, downloading, updating, 
sharing or forwarding, I will try and follow these rules. If I am unsure I can 
ask advice from my parents.  
 
 

1. I will not befriend people who I have not met in real life unless I have 
permission from my parents.  

 
2. I will not bully or say anything unkind online about anyone for any 

reasons. 
 

3. I will not copy or forward unkind messages written about other people. 
 

4. I will not give personal information such as my birthday, address 
school or phone number without my parents consent.  

 
5. I will not use a credit card for any reason without my parents’ 

permission. 
 

6. I will not have a conversation with someone online if I have not met 
them in person. 

 
7. I will get my parents permission before signing up to anything online. 

 
8. I will not give out any of my passwords to anyone, except my parents, 

not even my good friends. 
 

9. I will not order anything online without my parent’s permission. 
 

10. I will stop talking to a person online immediately and tell my parents if 
I think a conversation is rude, uncomfortable or threatening in any 
way. 

 
11. When I’m talking to people online I will remember that people can lie. 

 
 
If I do not follow these rules the following will happen………. 
 
 
Signed:  
 
____________________ ___________________      _________ 
      Parent(s)   Date 
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THINK B4U Click  
 

T TRUST NO-ONE on the internet 

H Don’t hesitate to ask for HELP 

I IGNORE people you don’t know on social 
networking sites 

N NEVER post your details 

K KEEP safe on the internet 
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Adapted from Webwise.ie 

Share or delete? 

 
 

This checklist will help you understand if a photo should be shared online or 

not. If you answer “YES” to any of the questions 
below, you should delete the photo and not share it 
with other people.  
 

 YES NO 

Is the photo embarrassing?  
 

 

Could the photo get someone in 
trouble? 

  

Is the photo of someone naked or in 
their underwear? 

  

Would you mind if your 
grandparents or younger siblings saw 
the photo? 

  

Would you be upset if the photo was 
seen by everyone in school? 

  

Would you be upset if the photo was 
shared publicly in the future?  
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Chapter 4: Set parental 

controls 
 

 

 

 

 

You can use Parental Controls to help manage how your child uses the 

computer.  

Make your own parental control password and do not give this to your child. 

When Parental Controls blocks access to a game or program, a message is 

displayed requesting your parental password. You can allow access by 

entering your password. 

Parental controls can:  

 Set time limits for using the computer 

 Limit access to games: Block games by age rating, block games by 

content, block specific games 

 Allow or block specific programs/websites 

For in-depth information on setting up a range of parental control: 

“A parent’s guide to filtering technologies. Get with It”. Available 

free at www.webwise.ie 

For more information on parental controls:  

Compu B stores: You can arrange a 1:1 tutorial in store on how to set 

parental controls on Apple products.  Cork branch: 021- 601 1301 

www.parentzone.org.uk: Information and reviews regarding controls on 
different games, devices and apps.   
 
 
 
 
 
 
 
 

 

javascript:void(0)
http://www.parentzone.org.uk/
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Chapter 5: Stay 

updated and in the 

know about your 

child’s internet use 
 
 
 
 
 
 

Check the Internet history  
 
The computer/phone’s/tablet’s internet history records all the websites that 
are visited within the last week or few days. To check the history:  

a. Open the Internet Explorer 
b. On the top right hand side of the page, you will see settings 
c. Click on this and you will see settings or an icon with a clock 

with a green arrow partly around it.  
 

Use the Favourite’s Folder  
 
For young children you can save the addresses of their favourite websites into 
their Favourites folders in the browsers. This way they can access their 
favourite websites without having to search for them.  
 
Move your child’s computer to the family room or a frequently 
travelled room in the house 

Know what Apps and Websites your child may be using 

Children and young people go online to connect with friends, make new 

friends, look for information or play games. They may:  

 Search for information on search engines like Google or Bing 

 Share images and watch videos through websites or mobile apps like 

Instagram, Vine, YouTube 

 Use social networking websites like Twitter or Facebook 
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 Write or reply to messages on forums and message boards 

 Play games alone or with others through apps, websites or game 

consoles 

 Chat with other people throughout online games, game consoles, 

webcams, social networks or apps like Whatsapp. 

Below, we've laid out some of the most popular types of apps and websites 

that children are using. The more you know about each, the better you'll be 

able to communicate with your child about safe choices. 

You don't need to know the ins and outs of all the apps and sites, but knowing 

the basics -- what they are, why they're popular, and what problems can crop 

up when they're not used responsibly  is essential in supporting your child’s 

safety online. 

 
APP/Website What it does What parents need to 

know 
Burn note 

 

This app erases messages after a set 
period of time.   
 
You cannot send pictures or video.  

It allows children to 
communicate covertly. 
 
It may encourage sharing of 
inappropriate information. 
 
You don’t have to have the 
app to receive a Burn Note.  
 

Chat rooms Chat rooms are set up around 
particular topics or themes. It is a way 
for people with the same interests to 
talk. 
 

Children can link with 
strangers easily. 

Facebook 

 

Free site and app that allows people to 
chat, share photos, post videos, stay in 
touch and share personal news, play 
games, plan meetings and get-
togethers, send birthday and holiday 
wishes, do homework and business 
together, find and contact long-lost 
friends and relatives, review books 
and recommend restaurants, support 
charitable causes.... 
 
You set up a profile. 
 

You need to be over 14 to set 
up a page.  
 
Bullying can be common- 
people can comment on 
other’s profile pages. 
 
Children may put up 
inappropriate information 

about themselves or others. 
 
Your profile can be public or 
can be made private so that 

https://www.commonsensemedia.org/blog/9-social-media-red-flags-parents-should-know-about
https://www.commonsensemedia.org/blog/9-social-media-red-flags-parents-should-know-about
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you can choose who sees 
what you post. 
 

Instant Messaging 
(IM) 
 

Instant messaging is a combination of 
e-mail and chat -- users log on to an 
IM program and have real-time 
“conversations” by typing messages 
back and forth with others who are on 
their buddy list and also “live,” or 
logged on, to the IM program at that 
same time. 

If your child doesn’t set up 
their profile so that it’s 
private, it could become 
publicly available.  

Instagram 

 

Allows users snap, edit and share 
photos and 15 second videos, either 
publicly or with a private network of 
followers.  
 
You can also apply filters and effects 
to your photos.  
 

Children could 
unfortunately “measure” 
their popularity and self 
worth by the number of 
‘likes’ or comments they 
receive from photos.  
 
Public photos are the default 
setting. 
 
Hash tags and location 
information can make 
photos more visible to 
people beyond a teen’s 
followers, if their account is 
public. 
 
Private messaging is an 
option- this allows users to 
send private message to a 
select group of mutual 
friends. These photos don’t 
show up on their public 
feeds. But children may 
share more inappropriate 
stuff with their inner circle.  
 

Kik messenger 

 

An app that lets people text for free.  Kik allows communication 
with strangers who share 
their Kik username. 
 
Kik have a community blog 
page where users can 
submit photos of themselves 
and screenshots of messages 
to contests (photos can 
sometimes display a user’s 
full name). It has lots of ads 
and in-app purchases.  
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Meet me 

 

Helps users meet new people. It’s an open network- so 
users can chat with anyone 
online, as well as search 
locally.  
 
Lots of details are required- 
full name, age, postcode and 
permission for location. 
 

Omegle 
 

 

 

Chat site and app that puts two 
strangers together in their choice of a 
text chat or a video chat room.   
 
It has an “interest box” to let users 
filter potential chat partners by shared 
interests. 

Users get paired with 
strangers, there is no 
registration required. 
 
It is filled with people 
looking for sexual chat. 
Some people prefer to chat 
live, others offer links to 
porn sites. 
 
Because the chats are 
anonymous, they are often 
more explicit than those 
with an identifiable user. 
 

ooVoo 

 

Free video, voice and messaging app. 
Users can have group chats with up to 
12 people for free. 

You can only chat with those 
on your approved contact 
list.  
 

P2P Sharing Peer to peer file swapping or file 
sharing. This is a way to share files 
that you are interested in, e.g. movies 
or music, with other people on the 
internet. 
 

Some material may be 
illegal or copyrighted. 

Skout 

 

Flirting app that allows users to sign 
up as teens or adults. They are placed 
in the appropriate peer group where 
they can post to a feed, comment on 
others’ posts, add pictures and chat.  
 
Users are notified when others near 
their location join and they can search 
other areas by cashing in points.  
 
They receive notification when 
someone “checks” them out but they 
must pay points to see who it is.  
 

This is one of the safest 
dating apps for teenagers- 
the teens only section is 
moderated reasonably well. 
 
There is no age verification- 
someone can pretend to be 
an adult or pretend to be a 
teenager. 
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Snapchat 

 

Allows users to put a time limit on the 
pictures and videos they send before 
they disappear.  

The receiver can take a 
screen shot before it 
disappears. 
 
It makes sexting seem ok as 
it’s a seemingly risk free way 
of sharing inappropriate 
photos. The risk is also that 
a screenshot can be taken of 
the Snapchat photo and 
saved and then recirculated 
widely. 
 

Tinder 

 

A photo and messaging dating app. 
You browse photos of potential 
matches within a certain mile radius. 
 
You swipe right if you “like” a photo 
and left to “pass”. If a person whose 
photos you “liked” also “liked” your 
photo the app allows you to message 
each other. 
 

It’s location based, so teens 
can meet up with nearby 
people, which can be very 
dangerous. 

Tumblr 

 

This is a cross between a blog and 
Twitter: it is a streaming scrapbook of 
text, photos and/or videos and audio 
clips.  
 
Users can create and follow short 
blogs (Tumblogs) that can be seen by 
anyone online (if made public).  

Porn is easily accessed. 
Depictions of violence, self 
harm, drug use and 
offensive language are easily 
searchable.  
 
The first profile that a user 
creates is public and 
viewable to anyone on the 
internet. Users who want 
full privacy have to create a 
second profile which they 
are able to password protect 
 
Post are often copied and 
shared.  

Twitter 

 

This is a microblogging tool that 
allows users to post 140 character 
messages (called “tweets”) and follow 
other user’s activities.  

Public tweets are the norm 
for teenagers. (Though you 
can choose to keep tweets 
private). 
 
Updates appear 
immediately- even though 
you can remove tweets, your 
followers can still read what 
you wrote until it is gone 
explain this a bit better?.  
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Vine 

 

An app that lets users post and watch 
looping 6 second video clips.  
 
Children often use vines to create and 
share silly videos of themselves and/or 
families and friends.  

It is full of inappropriate 
videos 
 
Everything you post is 
public by default. You can 
adjust setting to protect 
your posts so that only your 
followers see them and you 
have to approve new 
followers.  
 

What’s App 

 

Lets users send text messages, audio 
messages, videos and photos to one or 
many people. There are no message 
limits or fees.  

It’s for 16 years and over. 
This is the age minimum set 
by What’s App.  
 
After you sign up it will 
automatically connect to all 
people in your address book 
who are also using What’s 
App and encourages you to 
add contacts not already 
signed up.  
 

Whispers 

 

Social “confessional” app that allows 
users to post whatever’s on their 
minds, paired with an image.  

Whispers is often sexual in 
nature. 
 
Contents can be dark- topics 
include insecurity, 
depression, substance 
abuse, lies told etc. 
 
There is a meet up section 
that encourages users to 
exchange personal 
information so it may not 
stay anonymous.  
 

Yik Yak 

 

Free social networking app that lets 
users post brief comments with 500 
characters to the geographically 
nearest Yik Yak users.  

By default your exact 
location is shown unless 
your toggle location sharing 
off. Each time you open the 
app, GPS updates your 
location.  
Some schools have banned 
it. 
 
It can be gossipy and cruel 
in nature- cyber bullying, 
explicit sexual content, 
exposure to explicit 
information about drugs 
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and alcohol. Threatening 
and bullying others are 
commonplace.  
 

YouTube 

 

This allows children to stream videos 
and watch live broadcasts. As they 
watch they can comment or buy gold 
bars to give to other users.  

Because of its live video 
format, children can say 
anything and can respond to 
requests from viewers in 
real time.  
 
Children can share personal 
information, sometimes by 
accident (e.g. if 
broadcasting from their 
room they can have 
personal information 
visible). Some children even 
broadcast themselves 
sleeping.  
 
 

 
 
For more information on website and apps:  
 

www.cyberangels.org - Comprehensive international site offering practical 

advice and lists of suggested safe sites and child-friendly search engines. 

www.makeitsecure.org- This Irish website provides information on how to 

protect your computer and how to safely enjoy the benefits of connecting to 

the internet. 

www.safekids.com - This site is where you will find tips, advice and 

suggestions to make your family’s online experience fun and productive.  

 
 
 
 
 
 
 

http://www.cyberangels.org/
http://www.makeitsecure.org/
http://www.safekids.com/

